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Reputation 
Building on Authentication

John Scarrow ïGM Microsoft Corporation

George Bilbrey ïVP Return Path

Warren Adelman ïPresident & COO GoDaddy.com

© 2007 Authentication & Online Trust Alliance.  All rights reserved. Slide 2© 2007 Authentication & Online Trust Alliance.  All rights reserved. Slide 2

Authentication + 

reputation improves 

email delivery

Wide use of 

authenticated 

email begins

Main defense is 

content filtering 

and block lists

Reputation History 

Spam Tactics
ÅTo combat reputation systems, 

spammers increase distributed attacks

ÅSpammers increase volume 

Å 2-3X increase of spam past 12 months

ÅWorking around Content Filters

ÅSpoofing and identity theft 

(phishing) grows rapidly

ÅShifting to illegal, illicit and high 

margin products

ÅLarge increases of spam

ÅWide range of products

ÅMalicious payloads

User Experience

ÅVolume manageable

Å Increases slowly 

over next 2 years

ÅUsers become aware of 

identity theft

ÅPhishing and false positives 

biggest complaint

ÅSenders with mixed or no reputation begin 

having delivery problems

ÅEscalating Image spam and botnets

ÅAmidst new threats and volumes, spam in 

the inbox continues to decrease

First There Was Content FilteringThen There Was AuthenticationAuthentication Plus Reputation

https://www.godaddy.com/gdshop/default.asp?ci=7010

