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Harnessing Email Authentication:
Augmenting Your Existing Practices
#601

The Usual Suspects:

Dave Crocker Principal, Brandenburg InternetWorking

Jim Fenton Distinguished Engineer, Cisco

Harry Katz Lead Program Manager, Microsoft
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Agenda

A Simple Trust Framework

Email Authentication:  

What Does It Add?

Leveraging Authentication:  

Guidance for Senders and Receivers

Discussion
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A SIMPLE TRUST FRAMEWORK
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A Few Words About Words
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Email Trust Equation

Receiver Action

Receiver Policies

Sender Reputation
+ Context

+ User Preferences

Sender Identity
+ Authentication
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Email Trust Equation

Receiver Action

Receiver Policies

Sender Reputation
+ Context

+ User Preferences

Sender Identity
+ Authentication

�‡Who do you claim to be?

�‡Person or organization

�‡Represented by Identifier

�‡ IP address 

�‡Domain name

�‡Not necessarily author

�‡�$�X�W�K�R�U�¶�V���D�J�H�Q�W
�‡�$�X�W�K�R�U�¶�V���R�U�J�D�Q�L�]�D�W�L�R�Q
�‡Any of the MTA operators 

along

the path

�‡List server operator that 

redistributes a message


