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Web Threat Landscape
Social Engineering

Browser Exploits

Web Server & Application Exploits

Countermeasures ïlayered defense
Email> Browser> PC > Users 

IE 8 preview
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Network Exploits
Remote attacks on vulnerable services

Example: 2003 SQL Slammer - Single packet

Email Viruses
Executible content in email attachment

Example: 2004 MyDoom virus

Web as attack vector
Social engineering

Targeted Browser Exploits

Web Server Exploits

Attack Vector has changed

© 2008 Authentication & Online Trust Alliance.  All rights reserved. Slide 4

Web Browser ñEcosystemò
Browser and associated applications used to 
interpret web content

Internet Explorer, Firefox, Safari, RealPlayer, iTunes, 
Flash, Quicktime, Windows Media Playeré

Web Server

ñWeb 2.0ò
ñRichò content ïactive, dynamic

User-generated ïblogs, videos, collaboration

Web site as aggregation point

Definitions
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