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The Internet Battlefield

Understand the threats you face
Prioritize based on industry/size

Some threats affect EVERYONE

What to consider
Direct attack on your infrastructure

Impersonation of your Internet presence

Subversion of trusted third parties

Dealing with the threats
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Your Brand is Your Castle

So how do you defend it?
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Defense in Depth

Big, honkinô walls

A moat (with alligators!)

Alert sentries

An army

But we want people to trade
Gate

Clever guards at the gate

Signposts to the castle

Town crier
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Infrastructure Attacks

Cross Site Scripting (XSS)
Vulnerable code on your website ï
very common!

SQL Injection

Open Redirectors

iFrame injection ïwhat you 
canôt seeé

DDOS plus Phish

Old fashioned hacking
O/S vulnerabilities

Your applications


