
© 2006 E-mail Authentication Summit. All rights reserved.
This presentation is for informational purposes only. Presenters make no warranties, express or implied, in this summary. 1

Marketing BreakoutMarketing Breakout
Authentication Best Practices & Lessons Authentication Best Practices & Lessons 
LearnedLearned

Ben Isaacson, Ben Isaacson, CheetahMailCheetahMail (moderator)(moderator)
Gene McKenna, Digital ImpactGene McKenna, Digital Impact
Ken Takahashi, Epsilon InteractiveKen Takahashi, Epsilon Interactive
Joshua Baer, SKYLISTJoshua Baer, SKYLIST
Dave Lewis, StrongMailDave Lewis, StrongMail

Why Authenticate all EWhy Authenticate all E--mail?mail?

Discussion items: Discussion items: 
ISP implementations and filtering resultsISP implementations and filtering results
Fraud protection Fraud protection 
Technique implementationsTechnique implementations
Bulk vs. Corporate (Bulk vs. Corporate (BtoBBtoB) vs. Customer ) vs. Customer 
Service (1to1)Service (1to1)

What Needs To Be Authenticated?What Needs To Be Authenticated?

Discussion items:Discussion items:
Determine identity to assert (authenticate)Determine identity to assert (authenticate)
Use of subUse of sub--domains, dedicated domains domains, dedicated domains 
and service provider domainsand service provider domains
Ties to email reputation Ties to email reputation 

Easily Enabling AuthenticationEasily Enabling Authentication

Discussion items:Discussion items:
Working with IT departmentsWorking with IT departments
Working with vendors and email service Working with vendors and email service 
providersproviders
Checklists and resources Checklists and resources 
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Monitoring & Testing SuccessMonitoring & Testing Success

Discussion items:Discussion items:
ISP recognition and followISP recognition and follow--throughthrough
Authentication continuity Authentication continuity 
Failure recognition Failure recognition 

Lessons LearnedLessons Learned

Discussion items:Discussion items:
ISP consistencyISP consistency
Sender mistakes Sender mistakes 
Deliverability impacts Deliverability impacts 
Third party services Third party services 
Crypto developments Crypto developments 
Building on to increase deliverability Building on to increase deliverability 

Top 5 RecommendationsTop 5 Recommendations
1.1. Authenticate all sources, including Authenticate all sources, including BtoBBtoB and 1to1. and 1to1. 
2.2. Avoid overly broad uses of a single domain, Avoid overly broad uses of a single domain, 

consider splitting into consider splitting into subdomainssubdomains, and shy away , and shy away 
from uses of vendor or partner domains. from uses of vendor or partner domains. 

3.3. Build testing and monitoring into your game plan Build testing and monitoring into your game plan 
and check authentication records when making and check authentication records when making 
network or program changes.    network or program changes.    

4.4. Include all vendors and email service providers in Include all vendors and email service providers in 
your testing and monitoring plans and consider your testing and monitoring plans and consider 
consolidating these platforms and services.consolidating these platforms and services.

5.5. Keep track of ISP authentication adoption and Keep track of ISP authentication adoption and 
filtering changes and plan on implementing more filtering changes and plan on implementing more 
rigorous authentication methods in the future. rigorous authentication methods in the future. This presentation is for informational purposes only. The event and presenters makes no warranties, express or implied, in this summary.

ResourcesResources

www.emailauthentication.orgwww.emailauthentication.org
www.espcoalition.orgwww.espcoalition.org


