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Agenda

Quick overview

Standardization status of DKIM

Supporting technologies

Sender Signing Practices (SSP)

How to deploy DKIM

Products supporting DKIM

What DKIM can do for you
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Overview

DKIM is DomainKeys Identified Mail

Signature-based email authentication

ñPostmarkò style signature

Indicates that the administrative domain takes 
responsibility for the email

Works with content signatures

OpenPGP, S/MIME

IETF Standards-Track

http://ietf.org/html.charters/dkim-charter.html

http://ietf.org/html.charters/dkim-charter.html
http://ietf.org/html.charters/dkim-charter.html
http://ietf.org/html.charters/dkim-charter.html
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Further Explanation

DKIM is a framework for other services

Authentication - required for authorization, reputation, etc.

DKIM is flexible

Any header can be signed

There can be multiple signatures

Organizations can delegate

Uses existing infrastructure

Signatures carried in message headers

Keys stored in DNS
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Standardization

DKIM Overview

Start Here!

Good for adopting, developing, or deploying 
DKIM

DKIM Base

Describes how signatures are made, DNS is 
used, etc.

It is standards-complete!
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DKIM SSP

DKIM Sender Signing Practices

Work is still in progress

Requirements document written

SSP considers:

Mail message has broken (or missing) 
signature

Receiver wishes administrative domainôs 
advice on handling the message
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DKIM SSP (more)

SSP considers cases including

Domain wants broken messages discarded

Illegitimate domain use

Outsourced signing

Resent emails

Etc.

If this matters to you, you should be 
involved!
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Products with DKIM

Many products already have DKIM support

Wide diversity in product characteristics
Operating system / environment

Application
Enterprise

Service provider

Outbound signing

A product for your needs is (probably) 
already available!

© 2007 Authentication & Online Trust Alliance.  All rights reserved. Slide 10

Products Incorporating 
DKIM

Vendor Product Characteristics

Alt-N 
Technologies

MDaemon MTA for Microsoft 
Windows

Alt-N 
Technologies

libdkim Open-source 
library for DKIM

Apache SpamAssassin Popular open-
source spam filter; 
verification only

Exhalus DKeyEvent Plug-ins for 
MailEnable and 
SmarterMail MTA 
software
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Products Incorporating 
DKIM

Vendor Product Characteristics

IronPort C-Series Email 
Security Appliance

General Purpose 
MTA Appliance

Jason Long DKIM-Proxy SMTP proxy for 
Postfix

Jason Long Mail-DKIM Open-source Perl 
module for signing 
and verification

Jozef Stefan 
Institute

Amavisd-new Interface between 
MTA and 
signer/verifier
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Products Incorporating 
DKIM

Vendor Product Characteristics

Message Systems Message Systems 
MTA (ecelerity)

Marketer (signing 
only) and carrier 
MTA software

Port 25 Solutions PowerMTA MTA designed for 
outbound 
communication

Secure 
Computing

IronMail General-purpose 
MTA appliance
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Products Incorporating 
DKIM

Vendor Product Characteristics

Sendmail dkim-milter Open-source plug-
in for sendmail 
and postfix

Sendmail Sendmail Switch Commercial MTA 
software for 
various operating 
systems

StrongMail StrongMail MTA DKIM-signer for 
outbound 
communication
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Future Work

The Domain Assurance Council

http://domain-assurance.org/

Builds upon DKIM for reputation and 
certification

The Forwarding Project

http://forward.sp.am/

Looks at issues around forwarding and 
resigning

http://domain-assurance.org/
http://domain-assurance.org/
http://domain-assurance.org/
http://forward.sp.am/
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Summary ïCall to Action

Begin signing and verifying with DKIM

Help us develop deployment guidance

Participate in the SSP discussion

Consider accreditation and reputation 
based on DKIM
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Community

DKIM.ORG web site

Web site for deployers, users, developers

List of implementations, further overviews, 
FAQs, reflectors, etc.


